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What is my Research About?
The Scope

Research QOverview

[0 Management of Distributed Systems

Policy-based Management (PBM)
» Applications to Security Management

Many Approaches to Management

Dynamically Programming Network Elements
* Management by Delegation
» Dynamically Programmable (Mobile) Agents
 Active Networks

No single solution
PBM complementary to other approaches




PBM Vs Other Approaches!
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Programmable Network
Approaches
Network / Distributed System
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& Two Interpretations of the & PBM more appropriate for
Figure Security Management

PBM uses other approaches
as mechanisms to manage the
underlying Network

PBM is used in addition to
other approaches

Intuitive specification of Access
Control and Security
Management functions

Who and when is authorised to
Program the Network

Security Management

What is Security Management?

Provision & Support for the Specification of Access
Control Policies

Logging, Monitoring and Auditing
Abstracted from the Security Mechanisms
A Distributed function by nature

How does Policy-based Management apply to it?

Provides a way to specify those requirements
* Authorisation Policies - for Access Control
 Obligation Policies - for Logging, Monitoring, Auditing
« Structures to group policy specification
* Means to Analyse policy

And Enforce them in a distributed fashion

Policy Framework

4 Goals, Objectives, Requirements ... > Natural\
High-level Policy Specification Language,
l SLA's, etc
.......... A
—» Policy Refinement Process .
Static
1 Conflict
Analysis
Enforceable Policy Specification
g Policy Language  /J ...\ ;
Main Tasks| l ................ .)Sc?r?ye ©
of my [ )
Research |“*t.. S A Dynamic Research
Policy Enforcement Conflict
Architecture .. Y. Analysis
)’
Monitor
\ Policy Enforcement /
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What are the Goals?

The Research Issues




The Goals The Goals (2)
Engineering a Security Management Framework O Policy-based Security Management Framework
Ravi Sandhu . e .- ™
Policy Specification
Policy Language
[ _ ' b Policy Enforcement Architecture
' Policy g Policy Language Enforcing Obligations
i »  Distributed Manager Agents (_ Access Control Mechanisms y
Architecture » User-pull, server-pull, ORB, etc | Enabli . .
rect Technologies Evaluate with case studies
How? | Mechanisms > LDAP, Java, RMI, keys, etc
Framework also applicable for General Management
\ - * Qos
¢ Configuration
e Storage
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Policy Specification Policy Language - Design Goals
. e oA ™\
Why do we need a Policy Language? Extensibility
The Link between high-level goals and their * New types of policy might arise
enforcement Analysability
Why not a general purpose Language (C, Java etc) + Conflict detection is a major aspect of policy specification
« Experience programmers are needed Expressiven ess
* Security concerns \_ * To be understandable not only by programmers J

* Impossible to Analyse Policies for conflicts
< More difficult to capture organisational policies in Java

Tool Support
Policy Compiler (multiple back-ends)
Policy Specification Toolkit
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Platform Independence
» Multi-Platform

Declarative Semantics
 Simplicity. Makes conflict detection feasible

Interpretation

» Dynamically loading the policies into the agents to interpret them
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Policy Language (2)

Builds on the old Policy Notation

Two main Policy Types

Authorisations - Specifying Access Control
« Delegation (Essential for DAC Systems)

Obligations - Specifying actions that managers must
perform
« Refrains - Actions managers must not perform

Subjects / Targets explicitly identified
Domains are used to group Objects

Roles used to group policies related to positions
In an organisation

[J Result: Ponder (More later)
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Policy Language (3)

Obligation Policies

What the Managers must do

oblig rloginl { subject AC agent; on rlogin_event;
do enabl e_encryption();
target */apps/transfer_protocols;
when tine. bet ween(0900, 1700) }

Event Driven Rules
Actions are: Methods on targets, Manager Actions

Authorisation Policies

What subjects are allowed to do

aut h+ servi ceMan { subject br ServiceMan;
action reset Schedul e, enable, disable
target brServices; }
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— - — Back-End
Policy Y ‘ -
Object_ Policy Compiler
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Executable .
Content A Code | Semantic|pyrger
Generator | Analyser
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Policy Toolkit

PDE
Policy Editor
Policy | Domain Policy
A / Analysis| Browser [Structuring

I Tool Tool Tool
Static Conflict

T - —

ORB Invocation Platform

A
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Policy Architecture

Domain
Service
Policies
-
i verification Query for
Service
Authorisation,
Delegation Obligation;
Policies Refrain Policies
F .
Access | | | |e Operations
Control | b Obligation
Target T >
Objects | AN el | e R
R gent
/ i Monitoring +—»
Events i Service

\ B e cmcensmencsnacnne /16




Obligation Enforcement

4 - — -~ )
; Obligation, -
Bl Refrain Policies ~ Query for
(push or pull) Targets
Operations time
At constraints
Ta_rget YT > Obligation | —— System
Objects Esults, Status Manager | |dentification,
..... ...... n Agent authentlcdlon
Events ; Monitoring queries/replies
:  Service
\ feasssssssssssssssnannannnat /

& Evaluate Constraints ¢ Execute (Interpret) Policies
¢ Query Domain Structure ¢ Implement Refrains (Filters?)

¢ Handle Events ¢ Human Managers?
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Obligation Manager Agent

a Load, Remove, N
EnableDisable Policies %ﬁ;yn
olicies
: —» Policy-level, internal interface Structure
Loadéij o Application specific, Notification
o management functions (for Humans
Obligation Policy Operations
Execution Engine on target
Event I )
Events ; (Concurrency Verifier) R.efr objects
Monitor Filter
~ J

Multi-threaded
To Manage Multiple Policies
To Execute Multiple Policies (multiple events)
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Access Control Enforcement

4 Load, Remove, )

Enable, Disable
olicies Polici
olicies call
Security
Authentication Map onto security platform . System >
Access Control mechanisms
Resuilts of

Constraint . .
fime = Constraint evaluation? operations
and Filtering

How can we map constraints?
Problem in Windows NT

How do we perform Filtering?

)
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How will | achieve the Goals?
The Past, The Present, The Future
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The Past

Policy Language: Ponder

New Language
¢ More Complete
¢ Conforms to the Design Goals

Grammar for the Language
¢ Language Specification Document

Compiler
Syntax Analyser

Ponder

Object-Oriented

Types, Instances,
Inheritance

Declarative Language

Structured
Specification of Policy

e ] N
Management

Structure
Role | Relationship |

4
Group

Policy Support for

Authorisations with
Information Filtering

Obligations and Refrains
Delegation policies

Meta-Policies |
Object Constraint . (basic) Policy )
Language
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Ponder (2) Ponder (3)
Object Meta Model T
: ; es and Instances
Class Hierarchy Object yp
type \
| | oblig all ocBwI(subject m target o) {
on perf Degradati on(bw, source)
BasicPolicy MetaPol CompositePolicy do bwReser ve( bw+10)
4 } /1 all ocBwl
| | [ | | [ "
oblig sitel/perf = all ocBwTI(sitel/ netOp, sitel/edgeRir)
auth oblig refrain deleg group role rel mstruct oblig site2/perf = all ocBwI(site2/netQp, site2/edgeRtr)
oblig all ocBW{
subj ect netQp; target edgeRtr
on per f Degr adat i on( bw, sour ce)
do bwReser ve( bw+10)
auth+ auth- deleg+ deleg- } /1 allocBW
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Ponder (4)

Structuring: Roles - Relationships

ﬁrrport / net/ oam *
inst rel qgSupervision {
rol e net Operat or /* from/net/oam */
rol e /net/edge/ qConfig

i nst
oblig report {
subj ect /net/edge/ gConfi g. subj ect
on tinme.at(1800); do report(qg_info)
target net Operat or
} /] report
aut h+ config {
subj ect /net/oanl net Oper at or . subj ect
action setStrategy; target qConfig
} /1 config
\ } // qSupervision

~
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Ponder (5)

Management Structures

M anagemen“

@ qSupervision @ Structure
(e

| Relationship R2 |
Constraints
Met&PoIicii

O http://lwww-dse.doc.ic.ac.uk/policies/ponder.html
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The Present

Policy Compiler
Semantics Analysis
» Consistency Analysis
¢ Scope Analysis
¢ Type Analysis

Policy Toolkit

Policy Editor
* With Syntax Highlighting
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The Future

Policy Language

Formal Semantics (Operational Semantics)

Policy Compiler - Code Generation

Policy Toolkit

Graphical Notation

Run-time API - Dynamically change structures
Policy Enforcement Architecture

Policy Service

Domain Service

Obligation Policy Agent

Run-time API to control Obligation Agents + Tool

Evaluate the Framework: Case Studies
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