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Internet Security Protocols

TCP/IP Basics
Firewall
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What is The Internet?

» The Internet”A collection of networks and routers
that spans the globe and uses the TCP/IP prottols
form a single, cooperative virtual network.”

 Itis connectionless, packet-switchmetwork of
networks.
* It consists of
— Hosts
— Routers, gateways, switches, hubs, bridges
— Protocols
— Packets
— etc.
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Protocols

» Protocol specifies how different entities communicate
meaningfully

» Protocol specifications must contain...
1. Purpose
2. Formats of messageexchanged (syntax)
3. Interpretation omessage contents
4. Actions takenupon receipt of messages
5. How to handlerrors
» Analogy: protocol for conversations
— “Hello” and “Goodbye”: connection establishment aedrdown
— “Excuse me..."”: interrupts
— “Could you say that again?”: request for retrassion
— “Evidently you didn’t here me; | said ...": timeouts
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Layers of the TCP/IP Protocol Suite
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“Anything over IP, IP over Anything”
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Example: Two Networks Connected by a
Router
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TCP/IP Encapsulation and Decapsulation

a

FTP

TCP

Ethernet
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TCP/IP Demultiplexing (Decapsulation)

bpplicatior] " * * ppplicatior] bpplicatior]” * * ppplicatior]
Demultiplexing
based on destination
port # in TCP or UDP
header
ICMP TCP UDP IGMP
Demultiplexing
based on Protocol
Type in IP header
ARP IP RARP

Demultiplexing based on

frame type in Ethernet

header

Ethernet
Driver
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IPv4 Addresses

» 32-bitslong
» Eachhostinterfacehas aglobally unique IP address
* Notes

— the IP address may change or be assigned dynamically
— a host may have several interfacesiifi-homedhosts)

— Why???
#
% # U
% $ U
$
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Dotted Decimal Notation Example

&

I_HI_HI_A \f_A \
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ClassfulAddresses

vice versa

not fixed

ISE at George Mason University

» Two-leveladdress hierarchy
— Network part(leftmost, most significant)
— Host part(rightmost, least significant)

* More networks (larger network part) means
fewer hosts per network (smaller host part) a

* The size (number of bits) in the network part

— the first few bits of the address indicate thzesi
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IP Address Classes (Determining Number of Bits

in the Network Part)

CLASS A
Network 1D Host ID
(7 bits) (24 bits)
CLASS B
Network 1D Host ID
10 (14 bits) (16 bits)
CLASS C
Network ID Host ID
110 (21 bits) (8bits)
CLASS D
Multicast Address
1110 (28 bits)
CLASS E
Reserved for future use
11110 (27 bits)
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(... cont'd)
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Network Byte Order

Different machine architectures store the bytes of a multi-byt
word in different orders

— if most significant byte stored firat “big endiari (SUNs)

— if least significant byte stored firat”little endiari (PCs)

Byte ordering in IP headers must be consistent!

— otherwise, interpreted differently by differentechanes

» Network-standard byte ordense “big endian” ordering for all
fields in the header
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Network Addresses

* An IP destination address
with Host ID part =0
refers to the network itself

e EX.: #HB&(#)(
\ %  H$&(H)(S(*

‘ %  H#S(,(-&(*

#+8(,(-&(
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Directed Broadcast Addresses

* An IP destination address
with theHost ID part = all 1's
means “all hosts attached to the network with this ID”

* Ex.: Packet sent to address 128256.255from hostH5 will

reach H1...H4 #$&(#)())

‘#$&(#)($(* }a$&(#)($(, Ft$&(#)($($. ‘#$&(#)($(#*
# $ * -

#+8(,(-&(*

#+8(,(-&(

#+9(,(-&(-/ |
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Limited Broadcast Addresses

e An IP destination address
with both parts = all 1's
means “all hosts attached to the same network as me”

* EXx.: Packet sent t855.255.255.25from hostH3 reaches

H1—H4 #3&(#)00
‘#$&(#)($(* P$&(#)($(, Ft$&(#)($($. ‘#$&(#)($(#*
# $ * -
#+$(,(-&(*
#+3(, (-&(
#+8(,(-&(-/ |
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Another Special Case

e An IP sourceaddress
with theNetwork ID part = all 0's
means “from this network” (i.e., the one this padket
on)
— only allowed at startup (during the bootstrap procedure)

— allows a machine to communicate temporarily before it
knows its own IP address

— once a machine learns its own IP address it must not usg
network O
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The Loopback Address

* An IPclass A destination address
with thenetwork ID part = all 1's
means “this computer” (i.e., the one sending the
packet)

— used in testing TCP/IP and for inter-process communicat
on the local machine

— ex.: ping 127.0.0.1 should always get a reply!

— a packet sent to a netwark7.x.x.x address should never
appear on any network

on
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Summary
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RFC 3330: Special-Use IPv4 Addresses

e« 0.0.0.0/8 "This" Network [RFC1700]

¢« 10.0.0.0/8 Private-Use Networks [RFC1918]

¢« 14.0.0.0/8 Public-Data Networks [RFC1700]

e 24.0.0.0/8 Cable Television Networks

¢ 39.0.0.0/8 Reserved but subject to allocgRIFIC1797]
e 127.0.0.0/8 Loopback [RFC1700]

e 128.0.0.0/16 Reserved but subject to allocatio

¢ 169.254.0.0/16 Link Local

« 172.16.0.0/12 Private-Use Networks [RFC1918]

e 191.255.0.0/16 Reserved but subject to alionat

e 192.0.0.0/24 Reserved but subject to allocatio

e« 192.0.2.0/24 Test-Net

« 192.88.99.0/24 6to4 Relay Anycast [RFC3068]

¢ 192.168.0.0/16 Private-Use Networks [RFC1918]

¢« 198.18.0.0/15 Network Interconnect Device Benark Testing [RFC2544]
e 223.255.255.0/24 Reserved but subject to aion

e 224.0.0.0/4 Multicast [RFC3171]

e 240.0.0.0/4 Reserved for Future Use [RFC1700]
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Internet Protocol v4 (RFC791) Functions

1. A universal intermediate layer
2. Routing
3. Fragmentation and reassembly
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Everything Runs Over IP!

« TCP,UDP
* Appletalk
* Netware

e ATM

e X.25

s IP!

« SNA

* Voice

« SCSI
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IP = Basic Delivery Service

« Connectionlesdelivery simplifies router
design and operation

e Unreliable, best-effortdelivery. Packets
may be...
— lost (discarded)
— duplicated
— reordered
— and/or corrupted
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IPv4 Datagram Format
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IPv4 Header Contents
° FU nCtionS * Header Length x4 (4)
] * Type of Service (8)
— universal
intermediate layer
— routing -
« Version (4 bits)
* Time-to-Live (8)
_ OptiOﬂS « Protocol Identifier (8)
* Header Checksum (16)
« Source IP Address (32)
« Destination IP Address (32)
« [P Options (> 320)
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IPv4 “Universal Common Layer” Fields

e Version :4(i.e., IPv4)
» Header Length x 4 (i.e., header length is
always a multiple of 4 bytes)

— Normally =5
(IP header length with no option28 byte9

— At most = 15
(Maximum IP header length@0 byte$

. ;Igotal Length (of packet, including IP header)Xx

— In decimal: ???

* Protocol Identifier
— how to interpret the data following the IP header
- e.g., TCP=6,UDP =17
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IPv4 Summary

* IP provides...
1. A universal intermediate layer
2.Routing
3.Fragmentation and reassembly

* IP is unreliable, best-effort delivery

* To understand a protocol, ybaveto understand the
header fields

* Fragmentation is infrequent, undesirable; necg8sar

» Routing uses source and destination addresses + t
TTL

» Options provide extensibility
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Firewall Outline

 What is a Firewall ?

What can Firewalls do?

What types of Firewall are there ?
Typical Firewall configuration?
What are Firewall limitations?
How do you get round Firewalls ?
Real world firewalls
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What is a Firewall?

* Network security devicthat providesestrict access
to resourcessecure connectivitbetween networks
(internal/external; varying levels of trust) acdaglto
a security policy

ntrusted Networks
Firewall & Servers

&I Untrusted Usérs

Router

Trusted Networks

@
o o ©

Intranet
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Firewalls

- From Webster’s Dictionarya wall
constructed to prevent the spread of fire

. Internet firewalls are more theoataround a
castle than a building firewall

. Controlled access point

. Often installed between an entire
organization’s intranet and the Internet

. Can also protect smaller departments
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Firewalls can:

» Restrict incoming and outgoing traffic by IP
address, ports, users, time etc.

Block invalid packets

Enforce authentication before allowing acces
to services

Allow authenticated remote users to securely
access intranet

Monitor traffic in/out of network

S
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Access Control by Firewall

,&\6

™
R\ CALE
NALerT !

8.
(x \\.\/
Internet .o,

Security Requirement

» Control access to network information and resairce
» Protect the network from attacks

Web Server Pool
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Overall Firewall Functionality:

* Protect a network from being attacked or
compromised by anutsideattacker while
allowing legitimate users access services

» Restrict internal users to external services
* Monitoring
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What different types of Firewall are there :

- Four basic types:
— Packet filtering
— Stateful (session) packet filtering
— Application-level proxy
— Circuit-level proxy
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Firewall types

Packet filter
(perhaps Stateful)

Client Server

—

Applicefition proxy
Circuit proxy
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Packet Filtering

» Firewall examine$ieaders of every packikiat pass the
firewall, in both directions

» Decide whether to allow or block packet based on security
policy that considers
— IP source, destination address

Protocol number

UDP/TCP source, destination ports

Time

Sequence number

» Decision made on a per-packet basis
No state information is used
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Packet Filtering (Cont’d)

e Certain (common) protocols are very difficult to
support securely (i.e. FTP)
— IP source, destination address

e Low overhead
* Low level of security
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Packet Filtering Diagram

Applications Applications
E" Presentations Presentations
l Sessions Sessions
— Transport Transport

Datalink Datalink Datalink

Physical Physical Physical
Router
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Stateful Packet Filtering

» Packet decision made in the context of a
connection

* Initial packets in one session are remembered

* If packet is a new connection, check against
security policy

* If packet is part of an existing connection,
match it up in the state table & update table
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Stateful Packet Filter (Cont'd)

» Packet filter which understands requests andagpli
(eg: for TCP: SYN, SYN-ACK, ACK)

* Rules need only specify packets in one directioong
client to server — the direction of the first packet

connection)

* Replies and further packets in the communicatren &

automatically processed

» Supports wider range of (application) protocoksth
simple packet filter (eg: FTP, IRC, H323)

* Medium-high level of security

ISE at George Mason University

ISA 666 By Dr. Xinyuan (Frank) Wang 41

Stateful Packet Filtering Diagram

I Screens ALL attempts, Protects All applications

| Extracts & maintains ‘state’

information

I Makes an intelligent security / traffic decision

Applications

Presentations

Sessions

Transport

DataLink

e Applications
e Presentations
e Sessions

prmm Transport

pr Network

DataLink

Physical
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Applications

Presentations

Sessions

Transport

DataLink

Physical

Dynamic
State Tables
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Proxy Firewalls

» Relay for connections
o Client Proxy Server

» Two flavors
— Application level
— Circuit level
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Application-Level Proxy

Application-layer proxy server (or gateway)
Client and Server in one box

— Understands specific applications

— Proxy ‘impersonates’ both sides of connection
» Packets are received and processed by server
* New packets generated by client

— Limited proxies available

Resource intensive

— process per connection

HTTP proxies may cache web pages
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Application-Level Proxy (Cont'd)

More appropriate to TCP
ICMP difficult
Block all unless specifically allowed

Must write a new proxy application to
support new protocols

— Not trivial!
High level of security
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Application-Level GW/Proxy

Applications

Applications

Applications

Presentations Presentations Presentations

Sessions Sessions Sessions

Transport Transport Transport

Network

DatalLink Datalink

Datalink
Physical Physical Physical

Application Gateway
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Circuit-Level Proxy

« Similar to a packet filter, except that packets
are not routed

* Incoming TCP/IP packets received by proxy

* Rules determine which connections will be
allowed and which blocked

» Allowed connections generate new connectig
from Firewall to server

« Similar specification of rules as packet filter
* Low-medium level of security
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Circuit-Level Proxy

« Support more services than Application-level
Proxy
— less control over data

« Hard to handle protocols like FTP

» Clients must be aware they are using a circut
level proxy

* Protect against fragmentation problem
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SOCKS

 Circuit level Gateway

e Support TCP

* SOCKS v5 supports UDP, earlier versions di
not

« See http://www.socks.nec.com
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Comparison
n U nuwm
3|5 5 3
c| o © =
=3 S®
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(@]
D

Packet Filter No dynamic w/o holes

Stateful Packet Filte
Circuit Proxy
App. Proxy

Dependent on vendor for
dynamic support

RN W
ARIW|IN|PF

Typically < 20

Lower is better for security & performance
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Comparison (Cont'd)

Modify Client Applications?

Packet Filter No

Stateful Packet No
Filter

Circuit Proxy

Typical, SOCKS-ify client application

\"ZJ

App. Proxy

Unless transparent, client application
must be proxy-aware & configured

ISE at George Mason University
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Comparison (Cont’d)

2 3
3 S
D
=
Q
=.
o |
Packet Filter Yes No
Stateful Packet Filter |Yes Maybe
Circuit Proxy (SOCKSVv5) | Yes
App. Proxy No Yes
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Typical Firewalls Configurations

» Two basic configurations:
1. Allow all traffic, but block...

e irc
* telnet
e snmp etc.
2. Block all traffic, but allow...
* http
* pop3
e smtp
* ssh etc.
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Typical Firewalls Configurations (Cont’d)

 Allow by default, block some
— Easy to make mistakes

— If you forget something you should block, it's
allowed, and you might not realise for a while

— If somebody finds find a protocol is allowed, they
might not tell you.....

» Block by default, allow some
— Much more secure

— If you forget something, someone will complain
and you can allow the protocol
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Typical Firewall Ruleset

* Allow from internal network to Internet:
« HTTP
« FTP
* SSH
- DNS

» Allow reply packets

» Allow from anywhere to Mail server:
* TCP port 25 (SMTP) only
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Typical Firewall Ruleset (Cont'd)

e Allow from Mail server to Internet:
« SMTP
« DNS

» Allow from inside to Mail server:
« SMTP
« POP3
« IMAP

» Block everything else
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Firewall Configuration

» Besides filtering out some packets, Firewalls
are common locations for:
— Virtual Private Networking
« all traffic passes through the Firewall
e convenient location to route some traffic via VPN
— Network Address Translation

* internal machines with private addresses can be hiddg
behind public IP address

* public addresses can be translated to private address
for internal servers

* source address is always changed by proxies
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Firewalls Limitations

Can’t not filtering traffic that does not cross it
— routing around
— Internal traffic
» Complicated to Configure
— Easy to misconfigure
» Useless againstsider attack
» Packet filtering Firewalls do not provide any content-based
filtering

— if email is allowed through, then emails contagnuiruses are allowed
through

» Encrypted traffic cannot be examined / filtered

» Even application-proxy Firewalls may not perform thorough
checks on content
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How Do You Get Around Firewalls ?

« Modem or other external link

« if traffic does not go through the Firewall, the Firewall

cannot block it
» Poor configuration

* eg: allow access to any machine, inside or outside, or]

TCP / UDP ports 53

* Inbound / outbound filtering

* inbound traffic may be blocked, but an outbound
initiated link works both ways...

* Protocol tunnelling
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Real World Firewalls

* Checkpoint Firewall

— Market leader, stateful packet filter, expensive
Cisco PIX Firewall

— Stateful packet filter, fast, inexpensive
Symantec Raptor

SOCKS server

— Circuit-level proxy

Linux built-in

— ipfw, ipchain, iptable

BSD built-in

— ipfw
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